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Roke and Ricardo launch Digital Resilience 
Lab – and share key insights in white paper 
 

 New Digital Resilience Lab provides state-of-the-art 
vehicle testing facility for Ricardo and Roke customers 

 Linked to well-equipped Ricardo vehicle workshop and 
test facility, the new lab enables controlled testing via 
wired and wireless connections 

 Roke/Ricardo white paper, Digital resilience - A new 
approach to cyber security for vehicles without 
boundaries, to be published on 12 September at the Low 
Carbon Vehicle event LCV2018 

 

Today sees the launch of Roke and Ricardo’s new Digital Resilience Lab to help 

automotive manufacturers design and produce the next generation of secure vehicles 

and realize the vision of future transport systems. With increasing vehicle connectivity 

and automation, the need to provide assurance of through-life digital resilience from 

the very earliest stages of the development process, has never been more urgent.  

 

The Digital Resilience Lab, located at the Ricardo Shoreham Technical Centre, 

contains a combination of specialist and off-the-shelf technologies to enable the 

assessment of digital resilience against a wide range of wired and remote attacks. 

Staffed jointly by Ricardo and Roke engineers, the team will be able to conduct test 

and fix exercises on behalf of automotive customers. The Lab will also provide 

validation of new systems, applying the principles of ‘designed-in’ digital resilience.   
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The Lab will allow the potential for attack to be assessed through a wide range of 

wireless media, including Wi-Fi, GSM, Bluetooth and DAB, as well as wired attacks 

exploiting interfaces including OBD II ports and USB. 

 

“Our unique capability brings together Ricardo and Roke skillsets, enabling us to 

support clients across the automotive sector as they seek to ensure the digital 

resilience of their existing and future products,” commented Ricardo CEO, Dave 

Shemmans. “The creation of our new Digital Resilience Lab provides a state-of-the-

art capability to conduct rigorous and thorough assessments of vehicles in a 

controlled and safe manner. Our unparalleled combination of expertise in secure and 

resilient systems and automotive engineering, means that together, we are the ideal 

partners to support clients and manufacturers in the automotive industry to become 

digitally resilient.” 

 

To further help manufacturers navigate the complex threat landscape, Ricardo and 

Roke will also publish a white paper at the UK Low Carbon Vehicle show LCV2018 on 

12 September. The paper, entitled Digital resilience - A new approach to cyber 

security for vehicles without boundaries, suggests that a fundamental change in 

approach is required throughout the automotive and transportation industry to 

maintain consumer trust. Future connected vehicles will have no readily identifiable 

digital boundary so the industry’s approach must evolve from one of cyber security, to 

one of digital resilience. This new approach is about hardening and securing these 

connected systems against attack, not only making it as hard as possible for hackers 

to get through, but also to contain the impact when a breach occurs. 

 

The white paper concludes that, to provide the levels of digital resilience that 

customers will rightfully demand in the future, experts will be required to collaborate 

across traditional commercial and industrial sector boundaries. Only through cross-

industry collaboration can we ensure the digital resilience of connected vehicles 

today, and secure the future market for fully automated, self-driving vehicles.  

 

“Consumer trust in connected technology is essential, and this trust is strengthened 

through testing, defined metrics and assurance. We therefore need a wider concept 



 

 

of digital resilience across the transportation system,” said Roke MD, David Cole. “To 

achieve effective digital resilience, we need to combine expertise from automotive 

system design, information technology and operational technology. Roke and Ricardo 

are leading this approach to ensure the digital resilience of connected vehicles today, 

and secure the future market for fully automated, self-driving vehicles.”  

 

The Roke-Ricardo white paper Digital resilience – A new approach to cyber security 

for vehicles without boundaries will be available for download free of charge shortly 

following its publication on 12 September at: www.digitalresilience.info      
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NOTES TO EDITORS: 
 
 
About the partnership: The Ricardo and Roke partnership began in 2017 when the 
companies joined forces to provide a ‘one stop shop’ in designing cyber secure systems 
and infrastructure for the transport sector. This unique collaboration is built upon the twin 
foundations of Ricardo’s position as a global leader in technology and innovation 
throughout the transportation and mobility sectors, combined with Roke’s 60 plus years of 
experience in cyber security and communications for government and commercial clients. 
 
Ricardo plc is a global, world-class, multi-industry consultancy for engineering, 
technology, project innovation and strategy. Our people are committed to providing 
outstanding value through quality engineering solutions focused on high efficiency, low 
emission, class-leading product innovation and robust strategic implementation. With a 
century of delivering excellence and value through technology, our client list includes the 
world's major transportation original equipment manufacturers, supply chain organizations, 
energy companies, financial institutions and governments. Guided by our corporate values 
of respect, integrity, creativity & innovation and passion, we enable our customers to 
achieve sustainable growth and commercial success. Ricardo is listed in the FTSE4Good 
Index, which identifies global companies that demonstrate strong environmental, social and 
governance (ESG) practices. For more information, visit www.ricardo.com.  
 
 
Roke is a leading UK innovator in science and engineering. We blend world-class 
expertise in communications and connectivity, autonomy and AI, data science and 
analytics and cyber security for government and high-value engineering companies. 
Securing connected systems is what Roke does best and our unique understanding of 
these challenges allows us to bring the most up-to-date and relevant insight into any 
market striving to get to grips with the fast-moving field of cyber security. Trusted by clients 
for over 60 years, our head office is based in Romsey and we are part of the Chemring 
Group. For more information, visit www.roke.co.uk.     
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Roke Manor Research Ltd  
Tel:  +44 (0)1794 833617 
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Contacts for this release during the LCV2018 event, 12-13 September: 
 
Pamela Dease (contacts as above) 
Nick Royal, Commercial Manager, Ricardo Innovations, E-mail: nick.royal@ricardo.com, 
Tel: +44 (0) 7525 902999 
 
The Ricardo/Roke white paper ‘Digital resilience, A new approach to cyber security 
for vehicles without boundaries’ will be launched at the Ricardo stand at LCV2018, C3-
601 at 12.30 on 12th September 2018.   


